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NESI Context

• NESI

– Net-Centric Enterprise Solutions for Interoperability

– Aligns the acquisition lifecycle and deliverables to Net-Centric and 
interoperable goals of ASD

• NESI Pillars

– Collaboration

• Working together on a project

• Co-operative project development

– Repository

• Common electronic media storage area

– Guidance

• Facilitates design,development, and usage of information systems
that support Net-Centric Warfare.

– Compliance

• Evaluation of a program or project on Net-Centricity

NR-KPP

ASD (NII) Checklist

NESI

Program
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Collaboration

• Collaboration “consists of working together with one or more other 
people.” (Wikipedia)

• Electronic collaboration is either synchronous or asynchronous

– NESI provides tools that facilitate  asynchronous collaboration

• The NESI Site facilitates collaboration

– Supports collaborative development vice product-line reuse packaging

• Toolset focuses on development by groups of users
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Collaboration Site Goals

• To promote an open environment of software reuse, asynchronous 
collaboration, and information sharing.

• To provide a repository of software components, SDKs, APIs and 
documentation

• Each software component, program, or project will use the NESI 
Collaboration Site as a front end to their consumers

• Requires repository storage facilities to achieve collaboration
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Repository

• Common area where electronic media can be stored and shared

– Storage facility

• Web-oriented

• Privacy management

• Diverse content

– Provides baselines for releases

– Provides backup and recovery

• Critical facility for collaboration
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NESI Collaboration Site CONOPS

• NESI-CS is a project oriented collaboration site

• Individual users may request accounts on the Open Source Site.
– A DoD PKI or ECA/IECA certificate is required

– User’s government POC and justification is evaluated for authenticity.

• Registered users can request access to projects hosted by the site
– Access to the site does not give the user access to projects

• Projects have control over access to their project  
– Granted by the project admin

– Ultimately, it is the project’s responsibility for how their project is run

• Users of the site can request a new project
– A NESI Admin approves the request and creates the project

– The user becomes the admin of the project
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Collaboration Site Access

Collaboration Site

Site Admin Staff

Project X Project Y

Project Y
Admin

Project X
Admin

User requests 
access to Site

Site Admin Staff 
approves request 
and creates 
account

User requests 
access to 
project(s)

Project admin(s) 
approve request 
and adds them to 
the project
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CS Homepage
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CS Project Tools

• Each Project has access to a set of collaboration tools from the NESI 
toolbox

• Availability of the tools to the Project’s user is controlled by the Project 
Admin(s)

• Collaboration tools 

• Summary

• Admin

• News

• Task Manager

• Document Manager

• Source Code Manager

• File Releases

• Forums

• Tracker
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CS Project Tree

• Multiple ways to organize projects hierarchically
– Organizational structure
– Maturity
– Programming language
– Operating System
– Other custom categories

• CS users use the tree to find projects

– Request access to projects

• Projects decide their own categorization
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Gforge from Sourceforge Technology

• NESI-CS is using Gforge 

– Based on Sourceforge 
technology

• Sourceforge.net is the open 
source community’s primary 
collaborative development 
environment

• Toolset is rich enough to support 
a wide range of requirements

• 112,000+ projects

• 1,240,000+ users
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Collaboration/Repository Evolution

• 2002 – Sourceforge 2.x (Alexandria)

– Open Source, unlimited user licenses

– Based on unstable “spaghetti code”

– Used for demonstration of a software repository

• 2003 – Sourceforge 3.x

– Commercial version from VA Software

– Limited user licenses

– Based on Sourceforge 2.x code, stable
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Collaboration/Repository Evolution

• 2005 – Gforge 4.0.2

– Open Source (GPL), unlimited user licenses

– Based on rewrite of Sourceforge 2.x baseline, stable

– Needed less restrictive licensing model

• 2005 – NESI Gforge Modifications

– Customized to meet NESI and SPAWAR IA requirements

Project Privacy, Site privacy (PKI), Document Manager 

– Built 100% as open source software

Linux, Apache2, OpenSSL, OpenSSH, PHP, PostgreSQL

– Potential for reuse in DoD
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Project Summary ToolProject Summary Tool

Project Admin ToolProject Admin Tool

Main project page with quick summary of 
project activities.  Only project description 
can be seen by NESI-CS users

Administration tool to 
add, remove, or 
change users, their 
roles, and project 
details and features

General Project Tools
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Project Collaboration Forums Tool

Project ForumsProject Forums

Similar discussion topics can be 
grouped into forums

ThreadsThreads

Discussion topics are 
contained in threads

PostsPosts

Posts to a discussion topic are displayed 
on a single page
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Project Collaboration Trackers Tool

Trackers are action items related to project collaboration

Tracker TypesTracker Types

Tracker ItemsTracker Items

List of tracker items within 
the tracker, can be filtered

Tracker ItemTracker Item

A single tracker item with history and user 
common
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Project Repository Document 
Manager Tool

Shared hierarchically structured document, file, and URL repository
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Project Repository Source Code 
Manager Tool

Configuration control system for large number of files, 
documents, and source code
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Project Repository File Release Tool

Storage for released packages and executables

Recent ReleasesRecent Releases

Recent file releases are listed on 
the project summary page

All ReleasesAll Releases

File releases are organized by 
package
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Collaboration Site Summary

• Supports project development collaboration

– Forums and Trackers are primary collaboration tools

– Repository toolset supports collaborative development
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Project/CS Business Issue

• The Business sections explains the problems with taking receipt of 
deliverables and new business practices for addressing why we 
need a CS 

– The Problem 

– The Changed Business Model 

– Secure Business Process 

– Compliance Checks 

– Web Services 

• The Intellectual Rights and Restrictions sections provides an 
understanding of data rights. It’s important to understand the 
licensing issues associated with handling deliverables in the CS

– Intellectual Rights and Restrictions
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The Problem

• Data rights are mostly ignored

• Not enough to just list the data rights in Section K: Representation 
and Certifications

• Need to spell out what data rights apply and not just reference the 
DFARS clause
– Lesson learn teaches us no one pays attention

• Problems with Deliverables include:
– No checks when taking receipt of deliverables

– When they do check, it’s generally too late to take action

• We need a way to ensure the data rights are being properly 
reinforced in our deliverables

• CS with compliance tools can provide the means for enforcement
– Need a CDRL Tracker capability w/electronic signature

• We need a CHANGED business model….
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The CHANGED Business Model

• Goal is to reinforce the data rights in all deliverables 

• Focused on Gov’t purpose & unlimited rights only

• Want to change the way we take receipt of deliverables using the
advanced features of the CS

• This new business model includes security features, such as  
logging, audit trails, electronic signature and compliance checking

• Web service support will provide the required openness for 
engaging with industry 

– Must get agreement to maintain fair advantage 

– Fair business practices are required

• Use of Compliance tools to accept or deny deliverables 
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Secure Business Process

• Features include:
– Government authorization required for access

– PKI/CAC for authentication 

– Private & Public Code Check in/out process

– Project administrator privileges 

– Electronic signature on trackers

– Site & Project Traceability 

– Advanced Logging features

– Secure Logging – permissions based & can not delete

– Site, project and user Audit trails

• Logging for access, files, projects

• Project logging to see who posted what & when

• Checkout status to see who is downloading what & when

– Virus checking enabled

• This process in under review by SPAWAR 02 Contracts and Legal
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Compliance Checks

• Checks can be added to SCM on check-in

– Right now only checks for viruses

– Need to add simple checks for “dirty words”

• Need to catch words like:  

Property of.., Proprietary, Copyright, Patent, …

• Reject bad commits

– Compliance tool can audit deliverables against the data rights stated in 
the original SOW Appendix B

• Implemented by acceptance procedures
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Web Services

• NESI CS behaves as a web service in the Navy Enterprise

• Supports an XML SOAP interface

• Supports federated searches to other sites that support web services

• Currently defining the metadata for discovering public artifacts



Guidance to Computer Software Intellectual 
Rights and Restrictions
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Contract Clauses

• Technical Data and Computer Software Rights in Contract Clauses 
and Provisions-

– DFARS 252.227-7013, 7014, 7016, 7017, 7019, 7020, 7025, 7026, 
7027 and 7037

– SBIR Contracts additional SBA rules apply – 252.227-7018

– Technical Data Rights in Commercial Items are defined in 252.227-
7015, and 227.7202-1 (commercial computer software licenses)

• Patent Clauses:  FAR 52.227-11, -12 

• Recommend everyone become familiar with these clauses

– Need to understand what data rights mean

– Need to understand the impact to posting deliverables to a CS
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License Rights Defined

• DFARS 227.7103-4 

– License rights impacting OA

• Unlimited rights – NO restrictions on Gov’t right to use, distribute, 
modify, release, reproduce, perform, display or disclose technical 
data pertaining to items, components, or processes developed 
exclusively at Gov’t expense

• Gov’t Purpose Rights – when an item, component, or process is 
developed with mixed funding, the Gov’t may use, distribute, modify, 
release, reproduce, perform, display or disclose the data pertaining 
to such items, components, or processes within the Gov’t without
restriction but may release or disclose the data outside the Gov’t 
only for Gov’t purposes
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Contracts & Data Rights

• Pre-Award Phase – For competitive evaluation

– Sections K, L,& M 

• Section K contains a list of Government rights

• Sections L, M should address data rights in terms of risk only

– Section L – Instructions for offerors  for proposal preparation

– Section M – Evaluation criteria

• Post-Award Phase – For execution

– Specific SOW

• SOW part of RFP – includes Appendix B: Applicable Data Rights List

– CDRLs & DIDs

• Must include CDRL to use the CS to post deliverables

• Unlimited rights require no label

• Government Purpose rights requires label
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Contract Data Requirement List

• CDRLs need to be specific regarding contract deliverables

– Data rights & DIDs

– Using CS

• Examples of guidance language for CDRL: 

– All deliverables will be posted to the NESI CS repository.

– Contractors must post Appendix B: Data Rights List to the CS 

– Contractor must inform the Gov’t if there are any changes to the Section 
K in writing

– Contractors must follow the DIDs for defining standard software 
documentation content & format
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Data Item Description (DID)

• The purpose of the DID is twofold:  Content & Format 

• We need an aggregated policy that provides specific guidance on 
what standard (s) to use (like ForceNet)

• Lots of relevant standards: IEEE/EIA (12207.0, 12207.1, 12207.2), 
J-STD-016, DI-MCCR-80700 

• Provides the basis for communications between acquirer & 
developer for how to format all of the required software lifecycle 
documents

• We also need to decide what documentation to standardize 
on…Lots of documentation – should only pick what you really need 
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Lessons Learned

• Most failures are in the execution phase of contracts!

• Need guidance statements for CDRLs

• Should be addressing Risk in Section L & M, not Data Rights

• Need to collective decide on what DIDs to use

• Open source may have licensing issues

• Algorithms need to be investigated for the SBIR community

• CDRL rights enforcement reduces the liability of content misuse



Wrap-up

•Current Status

•Site Technology reuse

•Lessons Learned
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CS Current Status

• 170+ users and growing

• 38 active CS projects

– 12 NESI Working Group Projects

• Documentation configuration control

• Sample code

• Site tools

• Users from Navy, Air Force, Army, and DISA

– NESI-WG, JTRS, CLIP, JTM, JXF, XTCF, XCOP, NESSO…

• Contracts and legal see CS as a new way to do business

• SPAWAR SBIR to elevate CS to DoD SBIR community

• NESI-CS is an active growing community gaining acceptance as a 
valuable toolset
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CS Site Technology in Reuse

• Cost Savings

– Sourceforge commercial licensing (170 users) � $255,000

– GForge modifications 4 man-months (unlimited users) � $55,000

• JTRS Information Repository

– Adopted GForge

– Reusing SSAA documentation

– Sharing design ideas

– Assist JTRS-IR technical staff

• PMW 180

– In discussion for potential NESI-CS duplication

• SBIR community looking at public space within CS to reuse existing 
intellectual property for building future prototypes
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NESI-CS Lessons Learned

• Sourceforge technology has been proven successful in the 
distributed open source development community

– Similar practices and procedures can be adopted in a more closed
environment

• Accepting liability for using open source software versus an 
expensive and restrictive commercial product

• It is cost effective to incorporate new capabilities and customizations 
into an open source tool

• Finding more and more ways to define reuse

• The value of reuse is being defined by the community i.e. SBIR

• Data Rights matter



Questions?



Backups
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GPL Issues

• GForge is GPL (GNU Public License)

– No warranty

• Consumer accepts full liability

– Free to make modifications and additions to source code

– If redistributed, source code must be available to those who want it

– Derivative works must also carry GPL
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CollabNet & Sourceforge Comparison

• Both are commercial products

• Sourceforge 3.x is PHP based
– Easy to customize

– PHP does not do well in complex enterprise applications

• Sourceforge 4.x and CollabNet are J2EE
– Changes must come from vendor

• Sourceforge can be installed at customer’s site

• CollabNet is hosted by vendor

• Similar toolsets but Sourceforge allows for custom fields in trackers  very 
powerful


